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g-byte Error Control Codes
S. Jain

Abstract. This paper considers a model of error control codes for
semiconductor memories consisting of RAM chips not necessarily of
the same size. The data stored on a chip corresponds to a variable
length byte and thus byte length is not same in this model and varies
from chip to chip. The variable length byte is termed as a “general
byte” or simply a “g-byte” [8]. The author in [8] has introduced and
given the construction method of g-byte codes capable of correcting
all single g-byte errors along with their decoding algorithm.

In this paper, we present three classes of g-byte codes, viz. the
single g-byte error correcting codes with an alternative construction
method of parity check matrix H, single error correcting and simul-
taneously single g-byte error detecting codes followed by sector error
locating codes and single bit error correcting simultaneously with
sector error locating g-byte codes.

AMS Subject Classification (2020): 94B05

Keywords: Byte error control codes, codes for semiconductor mem-
ories

1. Introduction

Semiconductor memories used in existing computer systems and other
digital devices have a byte-organized configuration [1-7, 15-19]. In this
configuration, semiconductor memory system consists of “b-bit” organized
memory RAM chips where b = 4,8,16 or 32 and all the RAM chips are of
equal size. However, a more general and practical situation to consider is
the setting where the RAM chips are not necessarily of the same size but
have variable length. Keeping this in view, we consider the following more

general configuration of semiconductor memories [8]:



2 S. Jain

Suppose the semiconductor memory consists of variable size RAM
chips and those of the same size are adjacent to each other. The information
stored on a chip corresponds to a byte of variable length depending on the
size of the chip. Thus, the I/O data of a chip is termed as a “general byte”
or simply a “g-byte”. The “g-bytes” are arranged in ascending order of their
size. Also, g-bytes of the same size constitute a sector. An1/0 word consists

of “s” g-bytes of length ny,ng, -+ ,ns resp. where 1 <nj < mgp < --- < ny
S

having total word length equal to Z n; =n (say).
j=1

A practical situation is when semiconductor memories with g-byte
arrangement are exposed to strong electromagnetic waves, radioactive par-
ticles or high energetic cosmic particles, then the errors caused due to a
single hit results in the failure of a general RAM chip of g-byte length n;
for some j (j = 1 to s). Due to this failure of the chip, the resulting in-
formation read out from the memory is likely to have a single g-byte error
where a single g-byte erroris meant to be any number of errors confined to

single g-byte.

Keeping this in view, the author in [8] has introduced and presented
construction method of g-byte codes capable of correcting all single g-byte

errors along with their decoding algorithm.

In this paper, we first present g-byte error control codes capable of
correcting all single g-byte errors with an alternative construction method
of parity check matrix H. We further consider another class of codes that
are capable of correcting all single errors as well as can detect all single

g-byte errors.

Finally, we present error location in g-byte error control codes where
sector error locating g-byte codes and single bit error correcting simultane-

ously with sector error locating g-byte codes are discussed.
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2. Definitions and Notations

Let ¢ = p" be a prime or power of prime number. Let F, be the
finite field with g elements. Let ni,ns,---,ns be positive integers with
S

1<ny; <ng<---<ng. Letn= an. Then we can write the field Ff; as
=1

F'=FoF"2 o oF

Each vector v € Fy = @jleZ‘j can be uniquely written as v = (vy,va, -+ ,vs)

where v; € Fy7 for all 1 < j <'s. Here “vj is called the §t" g-byte of v.

S
Definition 2.1. Let V C F = @ng be an F,-subspace of vector space
j=1

S
@F?" equipped with the Hamming metric. Then V is called a g-byte
j=1

error control code denoted by [n,k,d] where n = an = length of the

j=1
code, k = dimyg,V and d = minimum distance of V.

Definition 2.2.

(i) The generator matrix G of a Z n;, k,d| g-byte code is given as
j=1

G = [G1:Gq: -+ iG],

where G; = (j =1 to s) is a k x n; submatrix of G and is said to be
the j*" g-byte of G of size n;. The columns of Gt g-byte G; of G are

denoted as g;,0, 94,1, ** 9j,n;—1 Where g;; € F’; forall 0 <1 <my—1.

(ii) The parity check matrix H of a Z n;, k,d| g-byte code is given as
j=1

H = [H:Hy:---:H,,
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where H;(j =1 to s) is a R x n; (where R = an — k) submatrix
j=1
of H and is said to be the j'* g-byte of H of size n;. The columns

of H; are denoted as hjo,hj1, -+ hjn;—1 where hj; € FqR for all

0<i<n;—1.

Definition 2.3. A set of g-bytes viz. {H;,, H;,, - ,H;;} C{Hy,Hs--- ,Hs}
of the parity check matrix H is said to linearly independent over F if
the union of all column vectors in the g-bytes H;,, H;,, -, H;, is a lin-
early independent set over F,. Otherwise, we say that the set of g-bytes
H; , H;

, H;, is linearly dependent.

gyt

Definition 2.4 [5]. Given a monic primitive polynomial g(z) of degree r

over F, the r x r companion matrix M corresponding to g(z) is defined as

follows:
_ 2 r—2 r—1 T
g(x) = go+gix+ g+ + gr—2x "+ grar T +T,
0 0 00 —go
10 00 —g
01 00 —g
M = . . .
00 - 10 —grs
00 -+ 01 =gy ),
Observations.

(i) Let a be a primitive element of Fy and a root of g(x). Its companion
i i

matrix M has its columns « for i = 1 to r where « is

the coefficient vector of z*(mod g(x)).
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The companion matrix of o’ is M7 and its column vectors are ex-

pressed as follows:

M) = o oIt L. gitrel

X7

Let e be the exponent of g(x), that is, y = e is the least positive solution of
x¥ = 1(mod g(x)). The companion matrix M has the following properties

[5):

(a) M is non singular.

(b) M° = M*=1,.

(¢) M*= M’ if and only if i = j(mod e).
Definition 2.5 [5]. Let r and ¢ be positive integers with ¢ < r. Let A be
an r X r square matrix. The r x ¢ slimmed matriz of A is obtained from A

by keeping only the first ¢ columns of A and deleting the last r — ¢ columns
of A and is denoted as [A];.

3. Design of g-byte Error Correcting Codes

The author in [8] has given the construction method of g-byte codes
capable of correcting all single g-byte errors. In this section, we present an
alternative code construction method of g-byte error control codes correct-

ing all single g-byte errors. We begin with the following result:

S
Theorem 3.1. An [n,n— R, d] g-byte error correcting code wheren = Z nj
j=1
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satisfies the condition

R> msaf({m +nj}.
J:

Proof. For a g-byte error correcting code, it is necessary and sufficient that
any two g-bytes of the parity check matrix H are linearly independent over
F,. For any two g-bytes say H; and H, there exists n; +n; column vectors
and these column vectors should be linearly independent. Therefore the

number of rows of the parity check matrix H should be at least msaf({ni +
=

'ij}.

Example 3.2. Let s=3,¢g=2,n =2, nys =3 and ng =4. Let r = T7.
Then 7=1r > mz)é)%{nz +n;t=T.

1,)=
Let
H' = [H,:H,:Hs,

with

&
|
coocor~roO
cooroooO
coroocooO

O O o oo OO OO OO
O OO o oOo [cNeoNeNeNel ™=

OO OO RO
S OO = =O

o

0

Then H' is the parity check matrix of a g-byte error correcting code over

F5 since any two g-bytes of H are linearly independent over Fs.

Theorem 3.3. Let q,s be positive integers with q prime. Let 1 < n; <

ng < --- < ng be the positive integers. Let r > ng be a positive integer such
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that s divides (¢" + 1). Let T be the r x r companion matriz of a monic
primitive polynomial of degree r over F,. Let [T],, (i =1 to s) be the
r x n; slimmed matriz of T and further, I,. and O, are respectively the r X r

T4+ 1
¢+ ) The code expressed by

identity and zero matriz over Fy. Letb = (
the following parity check matriz H is a single g-byte error correcting code
having code length N = M (n1+n2+ -+ +ns) and check bit length
R =2r: ’

H = [Hy:Hy:Hs,:---:H,],
where for 1 < j < s — 1, the j* sector Hj of length bn; is given by
[Ir]nj [Ir}nj el [Ir]nj

[T(jfl)b]nj [T(jfl)bJrl}n‘

J

[ijfl)]n‘

i/ 2rxbng;

[T(Sfl)b}ns [T(Sil)b+1}n [TSbiB]"s [Or]n, L],

s 2rxXbng

Proof. Proof follows from the fact that any two g-bytes of H are linearly

independent over F,.

Example 3.4. Let s=3,¢g=2,n =2, npo =3 and ng =4. Thenr =5

is the least positive integer such that s = 3 divides ¢" +1 = 2° + 1 = 33.
T+ 1
Hereb:qu :%3:11.

Thus each sector H;(j = 1 to s) of the parity check matrix H consisits

of 11 g-bytes each of length n;. Let T" be a 5 X 5 companion matrix over

F2 . Then

where
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A= Isla [Isl2 -+ sl @ [sls  [Is]s 7
[T [T'2 - [T @ [T [T

Bo ls ¢ sla - Bl [l [Os)a

125 = [T%]s - [T%)a [Osla [Ish

is the parity check matrix of a g-byte error correcting code having code

length N = 99 and check bit length R = 10.

Note that the monic primitive polynomial of degree 5 over Fs is given

by 2° 4+ 22 + 1 and the corresponding 5 x 5 companion matrix T over Fy is

given by:
0 00 01
10 0 00
T=]10 1 0 0 1
0 01 00
000 10

5x5
Example 3.5. Let s =3,¢=2,n1 =1, ng =2 and ng =3. Thenr =3
is the least positive integer such that s = 3 divides ¢" +1 =23 +1 = 9.
Let T be the 3 x 3 companion matrix corresponding to the monic primitive

polynomial 2% + = + 1 over Fy. Then various powers of T are given by

1 0 0 0 0 1

™ = o 1 0|, T'=(1 0 1],
0 0 1 010
010 1 01

72 = 0 1 1), T3=[1 1 1],
101 0 1 1
01 1 111

7™ = |1 1 0], T°=[1 0 0],
111 110
1 10

7 = |0 0 1|, T'=I=1"
100
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¢+1  2+1
s 3
The parity check matrix H given by:

Here b = 3.

[I3l1  [I3]x  [I3]1 - [I3l2  [I3l2  [3l2 - [I3]3  [I3]3

H:

@l 7P, 1l @5 (03l
1 1 1 10 10 10 i 100 100 000
0O 0 0 : 01 01 01 : 010 010 000
O 0 O : 00 00 00 : 001 001 000
1 0 0 : 10 01 11 : 110 000 100
O 1 0 : 11 11 10 : 001 000 010
L0 0 1 01 11 11 i 100 000 001

[03]3

1313

- 6x18

is the parity check matrix of a g-byte error correcting code having code

length N =99 and check bit length R = 6.

4. SEC-S; pyte ED codes

In this section, we present another class of g-byte error control codes

capable of correcting all single bit errors and simultaneously detecting all

single g-byte errors.

Theorem 4.1. Let 1 < n; < ny < ng < --- < ng be s positive integers.

Let R > 2n,. Let H be the R x (qR*”i — 1)n; matrix given by
H=[Hy, Hy,-- H,

where for 1 <14 < s, H; is given by

My Mo - My,

Hi= I I I )
i i i 1 Rx(qgR—"i—-1)n;

and J; = (qR*"i —1), M; , = (R — n;) X n; matrix whose columns are the

n;-copies of the g-ary representation of the integer k for 1 < k

< Jz and



10 S. Jain

I, is the n; x n; identity matrix. The code which is the null space of H

is a single error correcting and smultaneously single g-byte error detecting
S

(SEC-Sg-byte ED) code having code length N = Z(qR_”i —1)n; consisting
i=1
of s sectors and the i'" sector (1 < i < s) consist of (¢®~™ — 1) g-bytes of

size n; each.

Proof. Let

FE, = Error set consisting of all single bit errors; and
FE5 = error set consisting of all single g-byte errors excluding single

bit errors.

In order to show that the linear code which is the null space of H corrects
all errors in F7 and simultaneously detects all errors in Ey, it suffices to

show that
(i) EHT #0 for all E € {E; U Ey},
(i) E;HT # E;HT for all E;,E; € E\,E; # Ej,
(iii) FE;HT # EpH" for all E; € B, and for all By, € Es.
Now, we prove (i), (ii) and (iii).
(i) Tt clearly holds.

(ii) Let E;,E; € Er,E; # Ej.
Clearly if F; and F; are occurring in g-bytes of different sectors, then
E;HT + EjHT. However, if E; and E; occur in g-bytes of the same
sector, then also F; HT # EjHT.

(i) Clearly, E;HT # E,HT for all E; € E, and for all Ej, € F,.

Hence the proof. O
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Example 4.2. Let s = 2,g = 2,n; = 2 and ng = 3. Let R = 6. Then
Ji=q¢"m—1=2"—1=15 J=¢""-1=2"-1=T7.

Let H = [H, Hs] where

1 o0 11 00 11 00 11 11 00 11 00 11 00 11
00 11 11 00 00 11 11 00 11 11 00 00 11 11
00 00 00 11 11 11 11 00 00 00 11 11 11 11
Hl = 00 00 00 00 00 00 00 11 11 11 11 11 11 11
1o 10 10 10 10 10 10 10 10 10 10 10 10 10
o1 01 01 01 01l o1 0l 0L 01 0l o1 01 0ol 01fgxsp

[111 000 111 000 111 000 111]
000 111 111 000 000 111 111
000 000 000 111 111 111 111
H,

100 100 100 100 100 100 100
010 010 010 010 010 010 010
1001 001 001 001 001 001 O001]

6x21

Then the null space of H is a single g-byte error correcting and simulta-
neously single g-byte error detectting code with code length N = 51 and
number of parity check digits R = 6. The codewords consist of 2 sectors.
The first sector consists of 15 g-bytes each of length 2-bits and the second
sector consists of 7 g-bytes each of length 3-bits.

5. Error Location in g-byte Codes

The technique of error location lies midway between error correction and
error detection. The codes firstly presented in this section are capable of
locating an erroneous sector that contains a single g-byte error. We call

113 s 2 :
these codes as “g-sector error locating codes” or Sy, xm,) error locating
p s
codes where g = s and E =n.
i=1 j=1

Further, the predominant errors in g-byte organised semiconductor
memory chips caused by a-particles and external noises occur as single bit
errors. Therefore, an error locating code capable of correcting single bit

errors is very useful.
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Keeping this in view, we also discuss single bit error correcting and
g-sector error locating codes (i.e. SEC-S,/(,xm,) error locating codes) or
equivalently, g-sector error locating codes with single-bit error correction
capability. Once the faulty g-sector is located by a code, then the faulty
sector can be replaced by a correct one and the system can be recovered

and proceed with normal operations.
5.1. g-Sector error locating (Sp/(,xm,)) EL-codes

In this subsection, we define a class of g-sector error locating codes
that can locate an erroneous g-sector containing a single g-byte error. Such
codes are denoted as S),/(;, xm,)EL codes. The S/, xm,) EL codes locate

a single g-byte within a g-sector.

Theorem 5.1. Let 1 < ny; < ng < --- < ng be positive integers and R be
p
a positive integer such that R > m‘%}i{ll +1;}. Let H' be the R x Zlmi
i,j=

i=1
parity check matriz of a g-byte error correcting code given by

H' =|H, H,- - H, ,
-~ = p

mi ma2 M Rleini
=1

where any two g-bytes of H' are linearly independent over F,,.

Then the code described by the following matrix H is an S/, xm,) EL-

code:
H = |#H H --- Hy | Hy Hy --- Hy . --- . Hg Hg --- Hsg ,
_
11 g—bytes Iy g—bytes lp g—bytes Rxps
— |Hy Hy -+ Hy | Hy Hy .- Hg . .-+ . Hg Hs -+ Hg
— *
lymq—bits lomg —bits lpmp —bits RXxps

(Note that here each codeword consists of p sectors having lengths lymy,
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lomg - - - lymy, resp. The ith g-sector G —i (1 <i < p) consists of l; g-bytes
each of size m;-bits.)

Proof. The theorem can be easily proved because parity check matrix of
the Sp,/(1,xm,) EL-codes is organised by I; repetition of H; in the ith g-
sector for 1 = 1,2,--- ,p and any two g-bytes occurring in different sectors
are linearly independent over F,. O
Example 5.2. Let ¢ =2,p=3,l1 =2,lo =3,l3 =4,m; = 6,me =4 and
ms = 3. Consider the parity check matrix H = [H, : H, : Hs] given in

Example 3.2 with R=r =T7.

The parity check matrix H given by

H = |H1 Hy Hy Hy Hy Hy .Hyg Hy Hy Hy | Hgz Hz Hg

6 g—bytes 4 g—bytes 3 g—bytes 7%36

describes an Sy5/(12x3)F L code organized in three sectors. The first g-
sector viz. (1, sector consists of 6 g-bytes each of length 2. The second
sector viz. go consists of 4 g-bytes each of length 3 and the third sector viz.

G5 sector consists of 3 g-bytes each of length 4.

5.2. Single bit error correcting and single sector error
locating (SEC-S,,(,xn,)EL) codes

This subsection deals with the SEC-S, /(i xn;) EL-codes that correct

single-bit errors and locate a g-byte error within a g-sector.
5.2.1. Code conditions and bounds

Let E; be the error set of errors of length 1xps (where p = lem(ny, ng, -+ ,ng))
consisting of all single-bit errors. Let E;(E;) be the error set consisting of
all single g-byte errors occuring in the i*"(j)-g-sector excluding single bit

errors. Thus, E; N Es = E; N Ey = ¢ for all i # j. The following theorem
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describes the necessary and sufficient condition that characterizes single bit

error correcting and single sector locating (SEC-S,,,(;, xn,) EL-codes.

Theorem 5.3. A linear g-byte code described by the parity check matriz H

corrects all errors in Es and locates all errors in E; or Ej where i # j iff
(i) EHT #0 for all E € {E;UE; UE;}.
(ii) ByHT # ExHT for all By, By € E,, By # Fs.

(iii) EsH” # E,H” for all E3 € E; and for all E, € E;.

(iv) EyHT # EsH” for all B € E, and for all B3 € E;.

Proof. It is apparent that conditions (i) and (ii) are necessary conditions
for correcting all single bit errors. Conditions (i) and (iii) are necessary
conditions for indicating the location of an erroneous g-sector containing
single g-byte errors. Conditions (i) and (iv) are necessary conditions for
distinguishing single bit errors from a single g-byte error (excluding single
bit errors) occuring in a sector . So the SEC-S,,(,xn,) EL-codes must

satisfy all the conditions (i) to (iv).

Conversely, if a code satisfies conditions (i) to (iv), then we can dis-
tinguish single bit errors from single g-byte errors. We can also correct all

single bit errors and locate all single g-byte errors within a sector. There-

fore, this code is an SEC-S,,,(;, xn,) EL-code. O
Theorem 5.4. Let 1 < ny,< ng, -+, < ng positive integers. Let p =
lem(ny,ng, -+ ,ns). Let there be p g-sectors viz. G1,Ga,--- ,Gp where ith

g-sector G; consists of m; g-bytes of length l;. Then an (N,N — R) SEC-
P

Sp/(;xmy) EL-code over Fy where N = Zlimi consisiting of p g-sectors
i=1
and " g-sector (1 < i < p) consists of m; g-bytes each of size l; must
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satisfy the following condition:
P
¢ =1> [li(mi — 1)+ ¢l - p.
i=1

Proof. In the SEC-S, /1, xm,) EL-code, in general, the syndromes caused
by single bit errors should be different from each other. Also, the errors
caused by single g-byte errors (excluding single bit errors) occuring within
a g-sector should have different syndromes from the ones caused by single
bit errors. Therefore, the errors in the it" g-sector (1 <i < p) have at least

p+ [(¢" — 1) — n;] different syndromes and hence there are at least

Zlimi + g —1) = 1]

P
= li(mi = 1) +4" —p
i=1
different syndromes in the received word.

Hence the following inequality is satisfied:

p
¢" =12 li(m; — 1)+ 4" —p.
=1

6. Conclusion

g-byte error correcting codes have been introduced by the author in [8].
In this paper, we first presented single g-byte error correcting codes with an
alternative approach followed by single error correcting and simultaneously
g-byte error detecting codes. Finally, we discussed error location in g-bytes
error control codes by way of presenting sector error locating g-byte codes
and single bit error correcting simultaneously with sector error locating

g-byte codes.
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